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Logon Options

Allowable Authentications *

 Mixed mode. Drupal authentication is tried first. On failure, LDAP authentication is performed.

 Only LDAP Authentication is allowed except for user 1.
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Sticky Note
Is this option needed?  If an admin doesn't want non ldap authenticated users, can't they just not turn on other authentication modules and not create the drupal accounts in the first place?

#256633

jbarclay
Sticky Note
Multiple LDAP authentication configurations?

- Should there be more than one authentication configuration allowed and have them executed in succession on logon?  
- An authentication LDAP configuration will have an sid (ldap server configuration id) associated with it. Its not in the markup below.  Should it be allowed to have a one to many relationship to sids here?



LDAP User "Whitelists" and Restrictions

Allow Only Attribute Pairs

A list of attribute pairs such as ou=education or cn=*barclay that at least one of must be met to allow ldap authentication.
Enter one per line such as

 ou=education 
 ou=engineering

Excluded Attribute Pairs

A list of attribute pairs such as ou=evil or cn=bad* that are not allowed to use ldap authentication. Containing any one of the
following will disallow the user from authenticating via LDAP. Enter one per line such as

 ou=evil 
 cn=bad*

PHP to Test for Allowed LDAP Users

PHP code which should return boolean for allowing ldap authentication. Available variables are: $drupal_mapped_username
and $user_ldap_entry See readme.txt for more info.

Drupal User Account Creation

Existing Drupal User Account Conflict *

 Disallow login and log the conflict

 Associate local account with the LDAP entry

What should be done if a local Drupal account already exists with the same login name.

 Require Admin Approval after Initial Logon
When a user authenticates via LDAP and it is a new account, start the account out as disabled and email the admin for it
to be approved.

 Don't Create Drupal Accounts
Do not create Drupal accounts for LDAP authenticated users. Allow existing Drupal accounts to authenticate via
LDAP. With this option, user accounts using LDAP authentication will need to be created before a user logs on.
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Email

Email Behavior *

 Allow users to overwrite and edit their email in Drupal. If no email is present, email will be drived
from LDAP on logon. If an email that conflicts with the LDAP derived email is present, it will not be
overwritten.

 Don't show an email field on user forms. LDAP derived email will be used for user and connot be
changed by user

 Show disabled email field on user forms with LDAP derived email. LDAP derived email will be
used for user and connot be changed by user
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