
Scanning results for SMTP Module 

File Vulnerability 
type 

Line No. Source Code 

Smtp/ 
smtp.transport.inc 

Cross Site 
Scripting 
 
(All are 
debugging 
issues) 

158 187 196 
228 245 262 
346 355 440 
449 505 514 
554 563 597 
611 649 658 
692 701 739 
748 

echo "SMTP -> FROM SERVER:" . $announce . $this->CRLF . '<br />'; 
  
echo "SMTP -> FROM SERVER:" . $rply . $this->CRLF . '<br />'; 
 
echo "SMTP -> ERROR: " . $this->error["error"] . ": " . $rply . $this->CRLF . '<br />'; 
 
echo "SMTP -> FROM SERVER:" . $byemsg . $this->CRLF . '<br />'; 
 
echo "SMTP -> ERROR: " . $e["error"] . ": " . $byemsg . $this->CRLF . '<br />'; 

Injection 619 634 fputs($mail, $body); 
 

Phishing mail 666 673 682 
689 

$rt = @mail($val, $this->EncodeHeader($this->SecureHeader($this->Subject)), $body, 
$header, $params); 
$rt = @mail($to, $this->EncodeHeader($this->SecureHeader($this->Subject)), $body, 
$header, $params); 

Smtp/ 
smtp.phpmailer.inc 

Validation 
required 

1229 file_put_contents($file, $body); //TODO check this worked 


